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Letter  from  the  Chief  of  Public  Affairs 


Team- 

You  already  know  that  communicating  your  organization’s  messages  is 
important.  Today,  it  takes  more  than  press  releases  to  successfully  communi¬ 
cate.  Being  an  effective  Army  communicator  today  relies  on  proactive  planning, 
nesting  messages,  engaging  audiences  on  a  variety  of  platforms,  monitoring 
what  is  being  said  both  online  and  in  traditional  media,  and  taking  a  proactive 
role  in  telling  the  Army’s  story. 

As  part  of  that,  we  need  to  make  sure  we  use  all  the  tools  at  our  dis¬ 
posal  to  keep  our  Soldiers  and  the  general  public  informed. 

Social  media  is  another  set  of  tools  that  helps  us  spread  the  Army  mes¬ 
sage  faster  than  ever.  These  tools  not  only  help  us  to  respond  to  a  24-hour  news 
cycle,  but  also  help  us  lead  conversations  and  participate  in  the  stories.  By 
reaching  out  to  the  online  community,  we're  able  to  be  where  more  and  more 
people  get  their  news,  and  by  doing  so,  we're  better  serving  our  warfighters. 

Social  media  is  a  powerful  communication  tool,  but  it  goes  beyond  just 
using  the  tools.  It  is  important  to  understand  the  tools  and  their  overwhelming  benefits  and  sometimes  dangerous 
ramifications.  It  is  also  important  to  develop  a  strategy  and  execute  that  strategy  while  keeping  operations  secu¬ 
rity  in  mind. 

I  advise  you  to  embrace  social  media,  read  through  the  regulations  at  the  back  of  this  handbook  and  de¬ 
velop  a  strong  fundamental  knowledge  of  these  tools. 

I  asked  the  experts  in  my  Online  and  Social  Media  Division  to  create  this  handbook  to  help  you  use  these 
tools  as  effectively  as  possible.  If  you  have  any  questions,  contact  them  at  ocpa.osmd@us.army.mil.  Stay  abreast 
of  the  latest  things  going  on  in  social  media  by  subscribing  to  our  weekly  ‘Social  Media  Roundup’  by  sending  a 
request  to  that  email  address. 

Our  Soldiers  and  their  Family  members  are  the  strength  of  our  nation.  Nine  years  of  persistent  conflict 
have  shaped  our  shared  experiences,  which  can  be  told  through  the  social  media  platforms  to  assist  those  new  to 
our  Army  Family.  This  builds  resiliency  in  the  force  and  makes  our  Army  strong.  Soldiers  have  always  been  and 
always  will  be  our  greatest  story  tellers,  and  social  media  tools  allow  us  to  tell  their  story  more  effectively. 

Best  of  luck  as  you  push  forward  with  your  social  media  endeavors. 


//original  signed// 
STEPHEN  R.  LANZA 
MG,  USA 

Chief  of  Public  Affairs 
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Social  Media  Summary 


What  is  social  media? 

Social  media  represents  a  shift  in  the 
way  we  as  a  culture  communicate.  By 
using  Internet-based  platforms  like 
Facebook,  Twitter,  Flickr  and  You¬ 
Tube,  social  media  provides  new  ways 
to  connect,  interact  and  learn.  People 
no  longer  look  for  the  news,  the  news 
find  them.  And  in  the  world  of  social 
media,  the  perception  of  truth  can  be 
just  as  powerful  as  the  truth  itself.  The 
Internet  moves  information  quickly, 
whether  for  good  or  bad.  Social  media, 
with  a  variety  of  available  platforms, 
can  instantaneously  connect  users 
within  a  global  network,  making  the 
transfer  of  information  even  more  per¬ 
vasive.  Today,  social  media  is  so 
widespread  and  transparent  that  you 
may  already  be  involved  even  if  you 
are  not  actively  participating.  Social 
media  is  highly  effective  tool  to  use 
when  reaching  out  to  large  communi¬ 
ties  and  audiences.  But  with  this  sub¬ 
stantial  ability  to  connect  with  the 
masses,  comes  risks.  Using  social  me¬ 
dia  to  spread  information  is  becoming 
the  standard.  More  and  more  units  are 
using  social  media  to  communicate,  so 
it’s  more  important  that  ever  to  under¬ 
stand  the  risks  associated  with  using 
the  various  platforms. 

Army  Social  Media 

The  Army  recognizes  that  social  me¬ 
dia  has  the  ability  to  communicate 
with  larger  audiences  faster  and  in 
new  ways.  It  has  become  an  important 
tool  for  Army  messaging  and  out¬ 
reach.  The  Army  uses  a  variety  of 
social  media  platforms  designed  to 
support  a  range  of  media  from  text, 
audio,  pictures  and  videos;  all  of 
which  is  generated  and  maintained  by 
organizations  and  individuals  within 
the  Army  Family.  The  Army  under¬ 
stands  the  risks  associated  social  me¬ 
dia  and  has  worked  hard  to  develop 
training  to  help  Soldiers  and  family 
members  use  social  media  responsi¬ 
bly. 


Why  use  social  media? 

Soldiers  have  always  been  the  Army’s 
best  and  most  effective  messengers. 
Today,  Army  social  media  enables  the 
Army  Family  around  town,  around  the 
country  and  around  the  world  to  stay 
connected  and  spread  the  Army’s  key 
themes  and  messages.  Every  time  a 
member  of  the  Army  Family  joins 
Army  social  media,  it  increases  the 
timely  and  transparent  dissemination 
of  information.  It  ensures  that  the 
Army’s  story  is  shared  honestly  and 
directly  to  Americans  where  they  are 
and  whenever  they  want  to  see,  read  or 
hear  it.  Social  media  allows  every  Sol¬ 
dier  to  be  a  part  of  the  Army  story.  By 
starting  a  discussion  on  Facebook,  or 
commenting  on  a 
Soldier’s  story  on  a 
blog,  all  Soldiers 
can  contribute  to  the 
Army  story.  Social 
media  is  a  cheap, 
effective  and  meas- 
ureable  form  of 
communication.  The 
Army  uses  social 
media  to  tell  the 
Army’s  story,  but  it 
also  uses  social  me¬ 
dia  to  listen. 


What  does  the  DoD  say 

ABOUT  SOCIAL  MEDIA? 

On  February  25,  2010,  the  DoD  issued 
a  Directive-Type  Memorandum 
(DTM)  providing  guidelines  for  mili¬ 
tary  use  of  social  media  and  acknowl¬ 
edged  “that  Internet-based  capabilities 
are  integral  to  operations  across  the 
Department  of  Defense.”  DTM  09-026 
Responsible  and  Effective  Use  of 
Internet-based  Capabilities  outlined 
how  the  NIPRNET  should  be  config¬ 
ured  to  allow  access  to  Internet-based 
capabilities  across  all  DoD  compo¬ 
nents.  All  service  branches  are  using 
social  media  at  different  levels,  but 
this  DTM  clearly  indicates  that  use  of 
social  media  in  the  DoD  is  authorized. 
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Social  Media  for  Soldiers  and  Army  Personnel 


Members  of  the  Army  Fam¬ 
ily  are  experiencing  a  spe¬ 
cial  time  in  their  lives.  They 
have  a  lot  to  share  with 
Family,  friends  and  others. 
Social  media  is  an  opportu¬ 
nity  to  instantly  reach  out 
and  connect  regardless  of 
time,  space  or  distance. 

The  Army  encourages 
members  of  the  Army  Fam¬ 
ily  to  use  social  media  to 
connect  and  tell  their  sto¬ 
ries,  but  it  also  advises  eve¬ 
ryone  to  do  this  in  a  safe 
and  secure  manner. 

OPSEC  Awareness 

The  primary  concern  when  using  so¬ 
cial  media  is  maintaining  operations 
security.  It’s  important  to  know  that 
social  media  is  a  quickly  evolving 
means  of  distributing  information  and 
that  means  OPSEC  is  more  important 
than  ever  before.  All  Army  leaders 
should  communicate  with  their  Sol¬ 
diers  about  the  risks  of  using  social 
media  and  incorporate  social  media 
into  their  regular  OPSEC  training. 


Joining  social  networks 

Soldiers  will  naturally  seek  out  in¬ 
volvement  in  social  media  platforms 
if  they  haven’t  already.  Social  media 
helps  individuals  with  similar  inter¬ 
ests  connect  and  interact.  Soldiers 
are  authorized  to  use  and  belong  to  a 
variety  of  social  media  platforms  as 
long  as  their  involvement  does  not 
violate  unit  policy  and  the  basic 
guidelines  of  the  Uniform  Code  of 
Military  Justice. 

Lay  out  the  Guidelines 

Leaders  must  engage  their  Soldiers 
on  social  media  use.  All  leaders 

must  commu¬ 
nicate  social 
media  expecta¬ 
tions  with  their 
Soldiers.  It  is 
important  to 
outline  unit 
policy  and 
make  sure  all 
Soldiers  know 
what  they  can 
and  cannot  do 
when  using 
various  social 
media  plat¬ 
forms. 


Follow  the  UCMJ 

Soldiers  using  social  media  must 
abide  by  the  Uniform  Code  of  Mili¬ 
tary  Justice  at  all  times.  Commenting, 
posting,  or  linking  to  material  that 
violates  the  UCMJ  or  basic  rules  of 
Soldier  conduct  is  prohibited.  Social 
media  provides  the  opportunity  for 
Soldiers  to  speak  freely  about  what 
they’re  up  to  or  what  their  interests 
are.  However,  Soldiers  are  subject  to 
UCMJ  even  when  off  duty,  so  talking 
negatively  about  supervisors,  or  re¬ 
leasing  sensitive  information  is  pun¬ 
ishable  under  the  UCMJ.  It’s  impor¬ 
tant  that  all  Soldiers  know  that  once 
they  log  on  to  a  social  media  plat¬ 
form,  they  still  represent  the  Army. 

Maintaining  OPSEC 

Sharing  what  seems  to  be  even  trivial 
information  online  can  be  dangerous 
to  loved  ones  and  the  fellow  Soldiers 
in  the  unit  —  and  may  even  get  them 
killed.  America’s  enemies  scour  blogs, 
forums,  chat  rooms  and  personal  web¬ 
sites  to  piece  together  information 
that  can  be  used  to  harm  the  United 
States  and  its  Soldiers.  The  adversary 
—  A1  Qaeda  and  domestic  terrorists 
and  criminals  for  instance  —  have 
made  it  clear  they  are  looking. 


“Our  adversaries  are  trolling  social  net¬ 
works,  blogs  and  forums,  trying  to  find 
sensitive  information  they  can  use 
about  our  military  goals  and  objectives. 
Therefore,  it  is  imperative  that  all  Sol¬ 
diers  and  Family  members  understand 
the  importance  of  practicing  good  op¬ 
erations  security  measures.” 

-Sgt.  Maj.  of  the  Army  Kenneth  O.  Preston 
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Social  Media  for  Soldiers  and  Army  Personnel  (Cont.) 

When  using  social  media,  avoid  men¬ 
tioning  rank,  unit  locations,  deploy¬ 
ment  dates,  names,  or  equipment 
specifications  and  capabilities. 

Geotagging  and  location 

-BASED  SOCIAL  NETWORKING 

The  Army  is  always  working  to  pro¬ 
tect  itself  against  security  breaches, 
but  with  new  technologies  come  new 
risks.  Today,  more  than  ever,  it  is 
vitally  important  that  Army  leaders, 

Soldiers  and  Army  civilians  under¬ 
stand  what  kind  of  data  they  are 
broadcasting  and  what  they  can  do  to 
protect  themselves  and  their  families. 

Geotagging  photos  and  using  loca¬ 
tion-based  social  networking  appli¬ 
cations  is  growing  in  popularity,  but 
in  certain  situations,  exposing  spe¬ 
cific  geographical  location  can  be 
devastating  to  Army  operations.  Sol¬ 
diers  should  never  tag  photos  with 
geographical  location  when  loading 
to  photo  sharing  sites  like  Flickr  and 
Picasa.  Soldiers  should  not  use  loca¬ 
tion-based  social  networking  appli¬ 
cations  when  deployed,  at  training  or 
while  on  duty  at  locations  where 
presenting  exact  grid  coordinates 
could  damage  Army  operations. 

While  Soldiers  are  engaged  in  Army 
operations,  they  should  turn  off  the 
GPS  function  of  their  smartphones. 

Failure  to  do  so  could  result  in  dam¬ 
age  to  the  mission  and  may  even  put 
families  at  risk. 

DO  NOT  VIOLATE  COPYRIGHT 
AND  TRADEMARK 

Soldiers  cannot  include  any  copy¬ 
righted  or  trademarked  material  on 
their  social  media  platforms.  This 
includes  embedding  a  song,  or  link¬ 
ing  to  unattributed  artwork.  Social 
media  platforms  exist  to  help  indi¬ 
viduals  connect  and  express  their 
personalities,  but  this  should  be  done 
without  using  copyrighted  material 
unless  they  are  authorized  to  do  so  by 
the  copyright  or  trademark  owner. 


Security  items  to  consider 

Take  a  close  look  at  all  privacy  settings.  Set  se¬ 
curity  options  to  allow  visibility  to  “friends 
only.” 

Do  not  reveal  sensitive  information  about  your¬ 
self  such  as  schedules  and  event  locations. 

Ask,  “What  could  the  wrong  person  do  with  this 
information?”  and  “Could  it  compromise  the 
safety  of  myself,  my  family  or  my  unit?” 

Geotagging  is  a  feature  that  reveals  your  location 
to  other  people  within  your  network.  Consider 
turning  off  the  GPS  function  of  your  smartphone. 

Closely  review  photos  before  they  go  online. 
Make  sure  they  do  not  give  away  sensitive  infor¬ 
mation  which  could  be  dangerous  if  released. 

Make  sure  to  talk  to  family  about  operations  se¬ 
curity  and  what  can  and  cannot  be  posted. 

Videos  can  go  viral  quickly,  make  sure  they 
don’t  give  away  sensitive  information. 
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Social  Media  Standards  for  Army  Leaders 


Social  media  for  leaders 

Social  media  has  improved  the  way 
we  connect  and  communicate  as  a 
culture,  but  it  presents  some  interest¬ 
ing  dilemmas  for  Army  leaders. 

Online  relationships 

Social  media  is  about  connecting,  so 
it’s  only  natural  that  Army  leaders 
may  interact  and  function  in  the  same 
social  media  spaces  as  their  subordi¬ 
nates.  How  they  connect  and  interact 
with  their  subordinates  online  is  up  to 
their  discretion,  but  it  is  advised  that 
the  online  relationship  function  in  the 
same  manner  as  the  professional  rela¬ 
tionship. 

Should  Soldiers  “follow” 

THOSE  IN  THEIR  COMMAND? 

This  is  also  left  to  the  discretion  of  the 
Army  leader.  Ultimately,  it  depends 
on  how  that  leader  uses  social  media. 


If  the  leader  is  using  social  media  as  a 
way  to  receive  command  and  unit  in¬ 
formation  along  with  installation  up¬ 
dates,  then  following  members  in  a 
leader’s  command  is  appropriate.  But 
if  the  leader  is  using  social  media  as  a 
way  to  keep  in  touch  with  family  and 
friends,  it  may  not  make  sense  to  fol¬ 
low  people  in  the  leader’s  chain  of 

Leader  conduct  online 

When  in  a  position  of  leadership,  con¬ 
duct  online  should  be  professional.  By 
using  social  media,  leaders  are  essen¬ 
tially  providing  a  permanent  record  of 
what  they  say,  so,  if  you  wouldn’t  say 
it  in  front  of  a  formation,  don’t  say  it 
online.  If  a  leader  comes  across  evi¬ 
dence  of  a  Soldier  violating  command 
policy  or  the  UCMJ  on  social  media 
platforms,  then  that  leader  should  re¬ 
spond  in  the  same  manner  they  would 
if  they  witnessed  the  infraction  in  any 
other  environment. 


Self  Promotion 

Using  rank,  job,  and/or  responsibili¬ 
ties  in  order  to  promote  oneself 
online  for  personal  or  financial  gain 
is  not  appropriate.  Such  actions  can 
damage  the  image  of  the  Army  and 
an  individual  command. 

Paid  submissions 

Treat  requests  from  non¬ 
governmental  blogs  for  a  blog  post  as 
a  media  request  and  coordinate  with 
your  public  affairs  officer.  It  is 
against  Army  regulations  to  accept 
compensation  for  such  posts. 

Political  discourse 

Everything  a  leader  says  and  does  is 
more  visible  and  taken  more  seri¬ 
ously.  Leaders  have  a  greater  respon¬ 
sibility  to  speak  respectfully  and  in¬ 
telligently  about  issues  they  don’t 
intend  to  reflect  on  a  command  or  the 
Army. 
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Checklist  for  Operations  Security  for  Official  Pages 


□ 

□ 

□ 

□ 

□ 

□ 


Designate  members  of  your  team  responsible  for  posting  con¬ 
tent  to  the  official  online  presence  and  make  sure  those  indi¬ 
viduals  are  current  on  all  OPSEC  training. 

Make  sure  all  content  is  submitted  to  and  approved  by  the 
commander  or  the  organization’s  release  authority. 

Make  sure  all  content  is  posted  in  accordance  with  organiza¬ 
tion  Public  Affairs  guidance  and  Army  regulations. 


Monitor  your  social  media  presence  and  make  sure  external 
social  media  users  are  not  posting  sensitive  information  on 
your  official  presence.  Monitor  your  Facebook  wall  and  com¬ 
ments  posted  to  your  YouTube,  Flickr  and  Blog  presences. 

Produce  training  materials  and  conduct  regular  social  media 
OPSEC  training  within  your  team  and  with  other  units  in  your 
organization. 


Distribute  social  media  OPSEC  training  to  the  families  of  your  Soldiers.  It’s  important  to  keep  them  just  as  in¬ 
formed  and  up-to-date  as  the  Soldiers  in  your  unit. 


Be  vigilant.  Never  become  complacent  when  it  comes  to  OPSEC.  Check  social  media  presences  within  your  or¬ 
ganization  for  OPSEC  violations.  Never  stop  working  to  protect  OPSEC.  Once  the  information  is  out  there,  you 
can’t  get  it  back. 


Making  dangerous  social  media  posts  safer 

Dangerous 

Safer 

My  Soldier  is  in  XYZ  at 
ABC  Camp  in  ABC  City, 
Afghanistan. 

My  Soldier  is  deployed  to 
Afghanistan. 

My  Soldier  will  be  leav¬ 
ing  Kuwait  and  heading 
to  Iraq  in  three  days. 

My  Soldier  deployed  this 
week. 

My  Soldier  is  coming 
back  at  XYZ  time  on 

XYZ  day. 

My  Soldier  will  be  home 
this  summer. 

My  family  is  back  in  Ed- 
wardsville,  IL. 

I’m  from  the  Midwest. 
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Establishing  and  Maintaining  Army  Social  Media  Presences 


Managing  a  social 

MEDIA  PRESENCE 

Today,  the  Army  understands 
that  social  media  has  increased 
the  speed  and  transparency  of 
information.  It’s  determining 
which  events  make  the  news  and 
it’s  setting  agendas.  More  and 
more  Army  organizations  are 
using  social  media  for  strategic 
online  engagement.  Social  media 
is  used  in  garrison  environments, 
operational  environments  and  in 
Family  Readiness  Groups.  Devel¬ 
oping  a  successful  social  media 
presence  does  not  happen  over¬ 
night.  It  is  a  detailed  process  that 
requires  extensive  planning  and 
detailed  execution.  It  all  starts 
with  stating  the  missions,  mes¬ 
sages  and  themes  of  an  organiza¬ 
tion. 


Developing  a  strategy  Registration 


Measurment 


Once  the  direction  of  an  organi¬ 
zation  is  established,  it’s  then 
possible  to  develop  a  social  me¬ 
dia  communication  strategy.  This 
strategy  must  be  detailed  and 
provide  input  into  all  the  social 
media  platforms  supported  by  an 
organization.  Language  should  be 
conversational,  fun  and  engaging. 
Asking  questions  is  a  good  way 
to  get  people  involved  and  en¬ 
courage  them  to  comment.  The 
purpose  of  using  social  media 
platforms  is  to  place  your  units 
messages  in  the  social  media 
space.  Units  should  want  to  find  a 
balance  that  keeps  people  coming 
back  to  the  pages,  but  also  gets 
the  message  out.  This  can  be  ac¬ 
complished  by  mixing  the  doses 
of  messages  with  items  the  audi¬ 
ence  may  find  interesting.  In  to¬ 
day’s  modernizing  Army  envi¬ 
ronment,  social  media  plays  an 
increasingly  important  role.  So¬ 
cial  media  is  not  a  fad,  if  the 
Army  ignores  it,  it  will  not  go 
away. 


DTM  09-026  requires  that  all  official 
social  media  presences  be  registered 
with  the  DoD.  Since  social  media  use 
is  so  prevalent  in  today’s  society,  it’s 
important  to  register  and  indicate  that 
the  presence  is  official.  To  register  a 
social  media  presence  with  the  Army, 
social  media  managers  should  visit: 
www.army.mil/socialmedia/.  Regis¬ 
tering  on  the  Army’s  social  media 
directory  also  provides  other  benefits. 
Once  a  site  is  approved,  it  appears  on 
the  Army  social  media  directory.  Ads 
that  appear  on  Facebook  are  also  re¬ 
moved  from  official  Army  Facebook 
presences.  Registration  ensures  that  a 
command  presences  are  included  in 
any  USG/DoD  Terms  of  Service 
(ToS)  Agreements.  Official  use  of 
social  media  platforms  must  be  in 
compliance  with  Army  public  affairs 
policy.  Content  posted  to  an  official 
social  media  presence  must  be  either 
already  in  the  public  domain  or  must 
be  approved  for  release  by  the  com¬ 
manding  officer.  Commands  are  ulti¬ 
mately  responsible  for  content  posted 
on  their  platforms. 


Just  10  years  ago,  the  success  and  reach 
of  a  news  story  could  be  measured  by  the 
size  of  a  newspaper’s  circulation  or  the 
number  of  clicks  on  a  website.  Today, 
measurement  is  about  more  than  just 
numbers.  It’s  about  trends  and  human 
feedback.  Social  media  sites  like  Face- 
book,  Twitter,  Flickr  and  YouTube  allow 
for  administrators  to  track  views,  impres¬ 
sions  and  comments.  Many  sites  provide 
their  own  analytics  tools.  By  using  num¬ 
bers  in  conjunction  with  comments  and 
reader  feedback,  it’s  now  easier  than  ever 
to  determine  how  organizational  mes¬ 
sages  are  received  and  how  the  audience 
is  responding  to  the  content.  Nearly  all  of 
the  most  popular  social  media  platforms 
offer  analytics  tools  for  users.  Some  of 
these  tools  provide  graphs  and  charts,  but 
it  ultimately  depends  on  the  platform. 

The  different  representations  of  informa¬ 
tion  make  for  a  richer  and  more  depth 
statistical  analysis.  Using  the  analytics 
tools  of  each  platform  can  help  a  unit 
demonstrate  the  usefulness  of  a  social 
media  platform,  and  even  highlight  the 
success  of  a  specific  social  media  cam¬ 
paign. 
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Establishing  and  Maintaining  Army  Social  Media  Presences  (Cont.) 


Cxplora  Upload 


flickr~*~~ 

Homo  You  Orfpoite  ft  Create  Contact*  liroupa 

Vfc"!  •  {k»t  Ns  • 


Enforce  posting  policy 

AND  MONITOR  COMMENTS 

It’s  good  to  have  a  posting  policy,  but 
just  because  a  posting  policy  is  in 
place  doesn’t  mean  everyone  is  going 
to  follow  it.  Make  sure  to  review  wall 
posts  frequently  and  remove  posts  that 
violate  the  posting  policy.  Keep  in 
mind  that  social  media  doesn’t  take  a 
break  for  the  weekend.  In  some  in¬ 
stances,  weekend  activity  on  Facebook 
can  be  busier  than  the  week,  so  watch 
the  organization’s  wall  every  day,  even 
on  days  off,  holidays  and  weekends. 

Engage  the  audience 

Social  media  is  more  than  just  a  plat¬ 
form  to  push  command  messages,  it’s 
a  social  community.  Platforms  like 
Facebook  and  Twitter,  help  people 
bridge  enormous  geographical  gaps  to 
connect,  talk  and  interact.  Using  social 
media  can  be  incredibly  valuable  to  a 
communication  strategy,  but  it  needs 
to  be  more  than  just  a  sounding  board 
for  organization  messages.  It’s  impor¬ 
tant  to  use  social  media  to  facilitate 
the  conversation,  engage  the  popula¬ 
tion  and  keep  people  interested  in 
what’s  being  discussed. 


Listen  to  the  audience 

By  watching  the  wall  on  a  Facebook 
site,  or  by  reading  the  comments  on  a 
blog  post,  social  media  managers  can 
get  a  feel  for  what  the  online  com¬ 
munity  wants  to  hear  about.  Some¬ 
times,  it’s  useful  to  talk  to  an  audi¬ 
ence  directly.  Ask  for  feedback  and 
suggestions,  and  then  act  on  that 
feedback.  A  social  media  presence 
accomplishes  very  little  if  the  online 
audience  is  not  interested  in  what’s 
being  said.  Listening  to  an  audience 
can  mean  the  difference  between 
maintaining  a  successful  social  me¬ 
dia  presence  or  an  irrelevant  one. 

Mix  it  up 

Balance  the  “fun”  with  the 
“medicine.”  It’s  important  to  put  out 
command  messages  and  organiza¬ 
tional  information,  but  it’s  also  good 
to  keep  the  page  entertaining  enough 
for  people  to  want  to  follow  it.  Don’t 
be  afraid  to  have  fun  by  posting  inter¬ 
esting  links  or  asking  trivia  questions. 
Try  posting  a  photo  of  the  day,  or 
asking  a  weekly  question.  Social  me¬ 
dia  is  social,  so  it’s  important  that 
social  media  managers  don’t  fall  into 
the  trap  of  talking  at  their  audience. 


Answer  questions 

Social  media  communities  grow 
quickly,  so  it’s  important  to  note  that 
once  a  social  media  presence  grows  to 
a  certain  size,  the  population  will  use 
it  as  a  resource  and  possibly  ask  ques¬ 
tions.  It’s  important  to  spend  time  re¬ 
sponding  to  questions  asked  in  social 
media  platforms.  The  community  will 
value  this  interaction  and  the  one-on- 


Promote  organizational 

SOCIAL  MEDIA  PRESENCES 

It’s  important  to  tell  the  social  media 
community  that  you’re  out  there.  At¬ 
tach  links  to  social  media  platforms  at 
the  bottom  of  press  releases  and  after 
official  emails  from  your  office.  The 
more  you  get  the  word  about  out  a 
social  media  presence,  the  faster  the 
community  that  follows  it  will  grow. 


Post  content  to  social 

MEDIA  PLATFORMS  OFTEN 

A  static  social  media  presence  is  inef¬ 
fective.  Static  pages  are  boring  and 
visitors  to  the  page  lose  interest 
quickly.  If  content  on  the  page  is  not 
regularly  updated,  people  will  stop 
coming  by  to  view  the  page.  Carefully 
select  links  to  stories,  unit  videos  and 
photos  related  to  the  organization’s 
mission.  Social  media  platforms  are 
designed  to  support  various  forms  of 
content,  take  advantage  of  that.  Once 
information  is  cleared  by  a  release 
authority,  post  it.  Social  media  moves 
information  quicker  than  ever,  so 
don’t  wait  for  a  press  release.  If  the 
information  is  there,  use  it. 

Build  a  community 

A  large  social  media  following  doesn’t 
happen  over  night,  so  relax  and  exe¬ 
cute  the  social  media  strategy.  The 
better  an  organization  is  at  providing 
good  information  and  engaging  its 
social  media  audience,  the  faster  the 
following  will  grow. 
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Using  Social  Media  for  Crisis  Communications 


Crisis  management 

Using  social  media  to  communi¬ 
cate  with  stakeholders  during  a 
crisis  has  proven  to  be  an  espe¬ 
cially  effective  due  to  its  speed, 
reach  and  direct  access.  In  recent 
crisis,  social  media  has  helped 
distribute  command  information 
to  key  audiences  and  media  while 
also  providing  a  means  for  dia¬ 
logue  among  the  affected  and 
interested  parties. 

You  CAN’T  force  trust 

The  best  course  of  action  is  to 
leverage  already  existing  social 
presences.  It  is  important  to  have 
a  regularly  updated  channel  of 
communication  open  between  the 
organization  and  the  key  audi¬ 
ences  before  the  crisis  hits  so 
they  not  only  know  where  to  find 
you  online,  but  know  that  they 
can  trust  the  information  they  get. 

Monitor  content 

POSTED  BY  USERS 

Monitor  social  media  sites  so  the 
command  understands  what  in¬ 
formation  the  users  need.  Staff 
appropriately  to  answer  questions 
as  best  as  possible  and  ensure 
that  your  audience  knows  the 
organization  is  listening  to  them 
and  are  actively  engaged  in  the 
crisis. 

Post  cleared  informa¬ 
tion  AS  IT  COMES  IN 

When  a  crisis  hits,  there’s  no 
need  to  wait  for  a  formal  press 
release.  When  you  have  solid 
information  that  an  organiza¬ 
tion’ s  audiences  want  to  know, 
post  it.  If  the  organization  needs 
to  put  out  updated  information  at 
a  later  time  be  sure  to  post  it  as 
well,  but  playing  it  too  cautious 
and  waiting  for  everything  to 
play  out  will  damage  the  organi¬ 
zation’s  credibility 


j  ‘Jpw  jj  The  U.S.  Army  Over  50  homes  on  Fort  Leonard  Wood,  Mo  were  destroyed 
HHH  by  a  New  Year's  Eve  tornado.  GEN  Casey  visited  the  base  today,  praising  the 

families1  strength  and  resiliency  during  this  disaster  and  thanking  the  community 
for  their  support. 

Chief  of  Staff  tours  damaged  areas,  offers  support,  praise  to 
families 

www.army.mil 

Just  four  days  after  the  New  Year’s  Eve  tornado  struck  Fort  Leonard 
Woodj  Army  Chief  of  Staff,  Gen.  George  W.  Casey,  visited  the 
installation  to  view  the  extensive  damage,  speak  with  the  many  families 
who  lost  their  homes  and  give  hope  to  the  community  as  it  begins  its 
intense  phase  of  reconstructio 

Post  Insights  not  yet  available,  please  check  back  later. 

SI  Tuesday  at  5:05pm  ■  Like  ■  Comment  -  Share  -  Promote 

ii  *163  people  like  this. 

£?  View  all  78  comments 


Use  mobile  devices 

Keep  your  social  presences  up  to  date  by 
using  mobile  devices.  The  myriad  of 
mobile  devices  available  today  allow  you 
to  update  social  sites  without  being  tied 
to  your  computer  at  a  desk.  Crisis  hap¬ 
pen  all  the  time,  so  be  prepared.  Whether 
the  installation  is  on  lock-down,  you’re 
waiting  out  a  storm,  or  you’re  at  a  re¬ 
mote  site  at  the  scene,  mobile  devices 
allow  you  to  share  quick  updates  imme¬ 
diately.  Make  sure  to  ensure  your  mobile 
devices  are  continuously  charged.  Be 
creative  in  finding  power  solutions  that 
work  for  your  situation. 


Answer  questions 

Answer  questions  as  often  as  possible. 
Avoid  just  posting  information  on  a 
social  media  presence.  Be  prepared  to 
receive  questions.  Respond  back  as 
quickly  as  possible  through  the  most 
appropriate  means  of  communication. 

Monitor  conversations 

Listen  to  what  the  audience  is  talking 
about  and  be  prepared  to  engage.  This 
is  the  best  way  to  stop  rumors  before 
they  run  rampant.  Use  search  engines 
and  other  monitoring  tools  to  track 
discussion  on  the  topic. 
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Using  Social  Media  for  Crisis  Communications  (Cont.) 


Share  information 

Share  critical  information  with  a 
network  of  trusted  social  media 
sites,  such  as  other  Army  command 
sites,  government  and  official  non¬ 
governmental  sites  like  the  Ameri¬ 
can  Red  Cross.  The  social  media 
community  is  large  and  it’s  possible 
to  reach  a  lot  of  people  through  an 
extended  network  in  the  social  me¬ 
dia  space. 

Encourage  people  on  the 

SCENE  TO  SEND  INFO 

Organizations  can  do  this  by  having 
individuals  on  the  scene  ether  use 
their  personal  accounts  or  feed  you 
information  to  post  on  the  official 
command  social  sites.  No  matter 
how  the  information  is  submitted, 
the  command  site  should  promote 
this  content  when  appropriate. 


Promote  social  media 

PRESENCES 

Make  sure  to  advertise  the  organiza¬ 
tion’s  social  media  presences  on  out¬ 
going  press  releases,  e-mail  signa¬ 
tures,  links  on  the  home  page  and  in 
conversations  with  reporters.  The 
social  media  presence  isn’t  helpful  if 
people  don’t  know  about  it,  so  the 
organization  should  be  aggressive 
when  sending  out  information.  Make 
sure  the  public  knows  that  the  organi¬ 
zation’s  social  media  presences  are  a 
good  resource  for  information. 

Analyze  results 

Once  the  crisis  is  over,  analyze  what 
happened.  Evaluate  metrics  and  track 
user  feedback.  It’s  important  to 
evaluate  how  a  social  media  presence 
performs  during  a  crisis  so  adjust¬ 
ments  can  be  made  for  the  future. 
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Checklists  for  Establishing  an  Official  Social  Media  Presence 


Prior  to  establishing  an  official  social  media  presence,  consider  these  items 


Study  Army  social  media  policy  and  read  Army  resources 


-  Before  you  get  started  with  social  media,  it’s  important  to  understand  Army  social  media  policy. 
Army  social  media  resources  can  be  found  at:  www.slideshare.net/usarmysocialmedia. 


Determine  your  goals 

-  What  do  you  want  to  achieve/communicate?  It  could  include  distributing  command  informa¬ 
tion,  connecting  to  a  community,  building  espirit  de  corps,  etc. 


|  |  Determine  your  audience 

-  Identify  the  audience  you  intend  to  communicate  with.  This  can  include  Soldiers,  Army  Fami¬ 
lies,  Veterans,  civilians  and  the  general  public.  Don’t  forget,  your  audience  will  also  include 
stakeholders,  politicians,  community  leaders  and  adversaries  or  enemies. 


|  |  Research  and  select  social  media  platforms 

-  Identify  the  social  media  platforms  that  will  be  suit  the  needs  of  your  organization.  Not  all  plat¬ 
forms  will  work  for  some  organizations,  so  make  sure  you  understand  what  can  be  achieved  with 
each  platform.  Look  at  what  other  organizations  are  doing  to  get  ideas. 

|  |  Select  your  name  and  branding 

-  Read  the  Army’s  SOP  for  naming  social  media  platforms.  The  SOP  provides  detailed  naming 
and  branding  procedures.  Check  out  this  site  for  more:  www.usarmybrandportal.com. 

|  |  Draft  content  strategy 

-  After  identifying  your  audiences,  selecting  the  platforms  and  approving  branding,  begin  drafting 
a  posting  strategy.  This  helps  refine  your  organization’s  social  media  goals.  For  an  example  of  a 
social  media  strategy,  go  to  this  website:  http://slidesha.re/hlovpN 

|  |  Determine  site  management  strategy 

-  Identify  social  media  managers  on  your  team.  Make  sure  contingency  plans  are  in  place  to  allow 
for  other  members  to  fill  in  on  established  duties  if  necessary. 


|  |  Develop  policies  and  training 

-  The  social  media  team  is  responsible  for  developing  organization-specific  social  media  policies 
to  include  posting  and  commenting  policies.  Also  make  sure  to  develop  training  materials  to  help 
educate  and  train  individuals  in  your  command  about  social  media  and  its  uses.  To  view  the 
Army’s  social  media  training  resource,  visit:  www.slideshare.net/USArmySocialMedia. 
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Checklists  for  Establishing  an  Official  Social  Media  Presence  (Cont.) 


Requirements  for  an  official  public  facing  command  social  media  presence 

(THIS  MEANS  A  PUBLIC  SITE,  NOT  ONE  BEHIND  A  FIREWALL) 


□ 

□ 

□ 

□ 

□ 

□ 

□ 

□ 

□ 

□ 


Commanding  officer  or  Public  Affairs  Officer  approval 

-  A  presence  must  be  approved  by  the  release  authority  before  it  can  be  registered.  Delegation 
of  Authority- Approval  of  External  Official  Presences:  http://slidesha.re/chQWAs 

The  point  of  contact  must  include  a  valid  .mil  address  when  submitting  for  approval 


The  presence  must  have  a  URL  to  an  official  Army  website 

-  Your  command’s  website  or  the  Army.mil  if  your  organization  does  not  have  a  website 

The  presence  must  post  disclaimer  text 

-  The  disclaimer  identifies  the  page  as  an  official  Army  social  media  presence  and  disclaims 
any  endorsement.  An  example  can  be  found  here:  http://on.fb.me/eulvUR. 


The  presence  must  be  clearly  identified  as  “official” 

-  Site  must  identify  that  the  presence  is  “official”  somewhere  on  the  page.  An  example  can  be 
found  in  the  left-hand  column  of  the  Army’s  Facebook  page:  www.facebook.com/USarmy. 

The  presence  must  be  unlocked  and  open  to  the  public 

-  This  mostly  applies  to  Twitter,  but  also  means  that  “private”  Facebook  groups  should  not  be 
registered  on  the  Army’s  social  media  directory.  All  official  presences  are  open  to  the  public. 


Only  official  presences  on  Facebook  can  be  registered  and  should  be  labeled  as 
“Organization-Government” 

-  The  use  of  Facebook  Profile,  Community  and  Group  pages  for  official  purposes  violates  the 
government’s  terms  of  service  agreement  with  Facebook. 

Submit  the  social  media  presence  for  approval  and  registration  to 
www.army.mil/socialmedia/. 

Set  default  view  of  your  Facebook  wall  to  show  posts  by  only  your  organization. 


Make  sure  YouTube  channels  are  set  up  as  a  government  presence.  Step-by-step  instruc¬ 
tions  can  be  found  at  this  website:  https://forum.webcontent.gov/?page=TOS  YouTube 
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Army  Branding 

Using  army  branding 

A  Brand  is  not  just  a  logo  or  an 
emblem.  It’s  an  organization’s 
identity.  So  when  using  Army 
branding  on  social  media  sites,  it’s 
important  to  use  the  correct  im¬ 
ages.  A  brand  represents  the  or¬ 
ganization  through  distinctive  vis¬ 
ual  elements,  which  uphold  the 
integrity  of  the  brand  when  used 
consistently  and  correctly  across 
all  communications. 

Staying  Army  Strong 

The  U.S.  Army  Brand  positioning 
conveys  the  heart  and  soul  of  the 
Brand  in  one  statement.  It’s  the 
core  of  the  U.S.  Army  Brand  and 
the  underpinning  of  the  U.S. 
Army’s  message  of  ‘strength.’ 
Army  Strong  is  a  unique  brand  of 
strength.  Everyone  is  familiar  with 
the  tangible  power  of  the  U.S. 
Army:  the  Apaches,  the  Humvees, 
the  weaponry,  the  push-ups.  This 
campaign  highlights  the  true 
strength  of  our  Army  —  the 
strength  that  lies  within  each  and 
every  Soldier.  It  is  harder  to  see, 
but  it  is  this  strength  that  makes 
the  U.S.  Army  the  preeminent 
land  power  on  earth.  So  maintain¬ 
ing  the  same  consistent  branding 
across  all  Army  sites  (social  media 
or  otherwise)  is  vitally  important. 

Branding  portal 

The  U.S.  Army  Brand  Portal 
(usarmybrandportal.com)  provides 
Army  brand  elements  such  as 
Army  logos,  camouflage  back¬ 
grounds,  color  palettes,  typogra¬ 
phy,  and  released  Army  photogra¬ 
phy  all  in  one  place.  The  site  also 
provides  guidelines  on  how  to  use 
those  elements  together  to  ensure 
consistent  Army  branding.  By 
visiting  the  site  and  getting  the 
Army  design  elements  and  guide¬ 
lines  from  the  same  place,  people 
can  ensure  their  use  of  Army 
branding  is  consistent  with  the 
Army's  own  designs. 


^  WWW.ARMY.MIL 
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TOOLKITPRO 

U.S.  Army  Logo 

The  U.S.  Army  star  logo  should  appear  on  the  front  and  back  of  all  collateral 
materials  and  In.  a  prominent  place  on  every  page  or  an  Army  website.  ARMY. 

MIL  has  defined  the  top  left  corner  as  the  standard  location  when  using  the 
new  banner 

DESIGN  TIP 

T lie  U-5.  Army  star  logo  with  the 
black  registered  trademark  h  to  be 
used  on  light  backgrounds  and  the 
yellow  registered  trademark  is  to 
be  used  on  dark  backgrounds. 

LOGO  MARKS 


Unit  Insignia  Examples  (http://www.tioh.hqda.pentagon.mil/) 
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Social  media  in  an  operational  environment 


Social  media  in  combat 

Operational  units  are  finding  op¬ 
portunities  for  strategic  online 
engagement  on  several  platforms. 
Many  deployed  units  maintain 
Facebook  pages,  Flickr  sites  and 
YouTube  channels. 

CJTF-82 

Combined  Joint  Task  Force-82  in 
Afghanistan  posted  the  video  on  the 
right  to  their  YouTube  channel  of 
an  air  weapons  team  engaging  and 
killing  insurgents  who  were  attack¬ 
ing  a  small  patrol  base  in  Paktia 
Province.  While  the  Taliban 
claimed  Americans  had  killed  inno¬ 
cent  civilians,  this  video  allowed 
CJTF-82  to  accurately  portray  the 
actual  event  to  the  media  and  the 
world. 


facebook 


Ray  Odierno  is  on  Facebook 

Sign  up  for  Facebook  to  connect  with  Ray  Odiemo. 


Ray  Odierno  1  £9  ^ 

Wal  Info  Photos  Boxes  Notes  Video 

Ray  Odierno  +  Others 


Ray  Odiemo  Your  soldiers  make  so  many  contributions  everyday  that  they  ere 
here  in  Iraq.  These  photos  highlight  the  bond  that  members  of  21D  have  formed 
with  their  Iraqi  partners,  in  order  to  help  a  young  Iraqi  girl. 


US  Forces  -Iraq  Commanding  General 


Coondv: 

Iraq 


10,061  People  Like  This 

Mf-M 

Brian  Kan  Gustavo  Joe 

Agosto-  Blaylock 
DaFonsec 

fi  ft  7? 

Angela  Suzanne  Todd 
Thomas-  Moles  Burnett 
Carrol 

Favorite  Pages 

3  Pages  See  Al 

itf  W  4i 


Iraqi,  US  Soldiers  Provide  Mobility  for  Disabled  Child 

4  new  photos 

H]  Monday  at  5:42am  Comment  Like 

Lorane  Foster,  David  Jacobs,  Fatuma  Satan  -Shirazy  and  87  others  Ike  this. 

C?  View  al  27  comments 

Rl  r  I  ten  a  Eiiade  It's  great  to  see  that  n  this  world  hJ  of  turmoil,  is  so  much 
compassion,  love  and  special  people  . . 'Thanks  for  exist. . 

Yesterday  at  7:32vr<  Flag 


Brad  Blauser  Go  to  www .  WheekharsForlraqiKid 
s.com  to  sponsor  a  wheelchair  for  an  Iraqi  child  who  needs  a  wheelchair' 
Also  Jon  the  Wheekhatrs  for  Itbq  Kids  Facebook  Cause.  Thanks  GBf 
Odemo  for  posting  this  to  your  profite. 

11  hours  ago  Rag 


4 


Ray  Odierno  I  recently  did  a  press  conference  at  the  Pentagon  to  provide  an 
update  on  our  current  operations  in  Iraq.  Here’s  the  transcript,  if  you  missed  it 

Defense.gov  News  Transcript  DOD  News  Briefing  with  Gen. 
Odiemo  from  the  Pentagon 

www.defiMise.gov 

I  MODERATOR:  Good  morning,  everyone.  Thank  you  for  coming.  And  wel 

_ 


Gen.  Odierno 

When  it  comes  to  using  social  media 
to  compliment  his  outreach  strategy, 
General  Odiemo  has  been  an  ambi¬ 
tious  and  enthusiastic  leader.  An 
early  advocate,  General  Odiemo 
maintains  a  Facebook  page  that  is 
both  vibrant  and  informative.  During 
his  multiple  tours  in  Iraq,  Facebook 
was  a  ready  source  of  information 
and  an  opportunity  for  discussion  for 
his  Facebook  followers  and  other 
interested  readers.  His  page  also  pro¬ 
vided  updates  from  theater,  keeping 
family  members  connected  during 
deployments.  Now  that  he  is  at  Joint 
Forces  Command,  he  continues  to 
use  his  Facebook  page. 

Connecting  from  battle 

More  and  more  commanders  are  see¬ 
ing  the  value  in  using  social  media  in 
combat.  Social  media  can  keep  the 
public  informed,  it  can  keep  Families 
connected  and  it  can  help  address 
negative  news  stories  and  inaccurate 
reports. 
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Social  media  in  a  garrison  environment 


Lt.  Gen.  Helmick 

Lt.  Gen.  Helmick  at  Fort  Bragg 
has  embraced  social  media,  and 
his  Facebook  page  is  a  good  ex¬ 
ample  of  how  to  best  use  social 
media  in  a  garrison  environment. 
Lt.  Gen.  Helmick’ s  Facebook  page 
opens  directly  to  his  welcome 
page  where  he  defines  the  purpose 
of  the  page  and  invites  visitors  to 
participate  with  him  in  discussions 
about  Fort  Bragg.  His  wall  is 
populated  with  installation  infor¬ 
mation  and  notifications  about 
events  and  activities  of  interest  to 
visitors  to  his  page.  The  informa¬ 
tion  is  often  supported  with  pic¬ 
tures  and  topic-specific  video.  Lt. 
Gen.  Helmick  often  uses  Face- 
book  to  solicit  information  from 
his  visitors  to  help  make  Fort 
Bragg  a  better  run  installation.  He 
asks  for  input  on  everything  from 
the  dining  facility  to  traffic,  and 
then  he  acts  on  those  suggestions. 


facebook 


j  Lieutenant  General  Frank  Helmick  is  on  Facebook 

Sign  up  for  Facebook  to  connect  with  Lieutenant  General  Frank  Helmick. 


Lieutenant  General  Frank  Helmick  £5  uke 

Wal  Info  Discussions  Photos  Notes  Welcome! 


Lieutenant  General  Frank  Helmick  +  Others 
Just  Others 


Lieutenant  General  Frank  Helmick 


>eral  Frank  Helmick 
Fitting  tribute  for  a  hero 

a  zs  tar  net.  com 

A  few  days  before  her  sokier  son  stepped  on  a  roadside  bomb  r 
Afghanistan,  Marsha  Begay  Moon  got  a  phone 

Monday  at  6:35am  Comment  Like 

d  MarcopoOopolo  Polo,  Grace  Hartwtg,  Margie  Paulette  Broaddus  and  11  others 
like  the. 


This  is  the  official  page  for 
C  ommandmg  General  of  XVm 
Airborne  Corps  and  Fort  Bragg. 


Information 

Country: 

United  States 

Current  Office 

Office: 

Commanding  General,  XVIII  Airborne 
Corps  and  Fort  Bragg 

State: 

North  Carolna 


(3  View  all  15  comments 


Sabrina  Casanova-Brown  I  have  to  say,  i*ve  been  to  a  few  memorials 
now. ..and  I  hear  how  often  the  person  that  ts  being  honored  was  such  a 
wonderful  person,  and  what  a  smile.,  .and  what  a  supporter  and  friend  to 
so  many.. .there  seems  to  be  a  common*  theme  with  our  paratroopers  - 
they  are  amazing  Men"1  I'm  so  sorry  for  the  loss  of  every  one  of  our 
men. .  .1  send  a  prayer  airborne  every  nite. . . 

Monday  at  6:36pm  Hag 


Phillip  Banners  Wel  done  Sr . Airborne. 

8  hours  ago  •  Flag 


Lieutenant  General  Frank  Helmick  Did  You  Know:  Effective  26  July,  all  roads  on 
Fort  Bragg  will  reopen  to  traffic  starting  at  0730.  Road  closure  for  PT  on  Fort  Bragg 
will  now  be  from  0630-0730.  Units  and  individuals  are  required  to  move  formations 
off  of  the  roads  at  0730  to  ensure  the  safety  of  our  Soldiers  and  to  allow  traffic  to 


Social  media  in  garrison  crisis  management 

Fort  Hood  shootings 

The  2009  crisis  at  Fort  Hood 
illustrates  the  capability  and  ca¬ 
pacity  of  social  media  to  deliver 
news  and  information.  After  the 
shootings,  people  immediately 
went  to  the  internet  for  informa¬ 
tion.  People  quickly  turned  to 
social  media  for  information. 
Before  the  shootings,  conversa¬ 
tion  surrounding  Fort  Hood  was 
negligible,  but  on  that  day,  men¬ 
tions  of  Fort  Hood  skyrocketed 
on  social  media  platforms  like 
Twitter  and  Facebook.  Even  the 
media  was  aware  that  much  of 
the  most  up-to-date  information 
about  the  events  at  Fort  Hood, 
which  was  sometimes  specula¬ 
tion,  was  being  conveyed  by  so¬ 
cial  media. 


During  those  immediate  hours 
of  the  shootings,  traditional 
press  conferences  were  used 
not  so  much  to  inform  the  me¬ 
dia  about  what  was  going  on, 
but  rather  to  clarify  what  was 
being  communicated  on  other 
forums,  mostly  social  media 
forums  that  were  quickly  blast¬ 
ing  unconfirmed  information. 
On  that  day,  Fort  Hood  found 
itself  in  a  crisis  that  was  both 
sudden  and  overwhelming. 

Any  garrison  might  face  a 
similar  situation  at  any  mo¬ 
ment.  More  and  more  garrison 
commanders  are  understanding 
the  need  for  a  dynamic  social 
media  program  for  crisis  com¬ 
munication  as  well  as  for  a 
variety  of  everyday  uses. 
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Social  media  and  Family  readiness 


Social  media  and  families 

Social  media  is  becoming  an  increas¬ 
ingly  important  tool  for  keeping 
Families  and  Soldiers  connected  with 
each  other.  The  images  on  the  right 
are  screenshots  of  the  Family  Readi¬ 
ness  Group  Facebook  page  for  the 
4th  Brigade,  1st  Armored  Division. 
This  particular  FRG  page  is  full  of 
information.  It  has  announcements  to 
keep  Families  up  to  date  on  activities 
of  interest  to  them.  Followers  of  the 
page  are  also  very  active.  They  often 
post  additional  information  to  the 
posted  announcements.  The  interac¬ 
tion  on  this  page,  much  like  other 
FRG  pages  is  dynamic,  interesting 
and  most  of  all  informative.  FRG 
Facebook  pages  have  become  the 
alternative  to  running  from  physical 
location  to  physical  location  trying  to 
find  out  what’s  going  on  at  an  instal¬ 
lation.  FRG  Facebook  pages  also 
include  discussion  sections  where 
posts  by  the  FRG  and  other  individu¬ 
als  further  advise  each  other  about 
activities  and  information.  The  FRG, 
Soldiers  and  Families  can  also  post 
photos  to  the  pages.  Ultimately,  So¬ 
cial  media  is  helping  to  keep  families 
connected  and  that  is  vitally  impor¬ 
tant  to  unit  well  being. 


Add  to  My  Page’s  Favorites 
Suggest  to  F rends 


The  Family  Readiness  Group  (FRG) 
Dace  exists  to  keep  communication 
flowing  between  members  of  the 
FRG.  It  is  a  companion  to  the  4th 
BCT,  1AD  Far  Page. 
http7A*t  ly^ZUSj 


Location: 

Fort  Bliss  (Biggs  Reid) 

El  Paso,  tx 

Phene: 

915-744-4685 


Faas 

6  o-' 927  fans 


4th  Brigade,  1st  Armored  Division  Family  Readiness  Group  ^ 
Wall  Info  Photos  Discussions  Boxes  RSS/Blog  » 

4th  Brigade,  1st  Armored  Division  family  Readiness-  +  Fans 


4th  Brigade,  1st  Armored 
Division  Family  Readiness^ 


4th  Brigade,  1st  Armored  Division  Family  Readiness  Group  Highlander  Co. 
commanders  and  First  Sergeants  take  the  time  with  COL  Nev«rell  and  CSM  Pandy  to 
thank  supporters  back  home. 

www.youtube.com 

i  www .  youtube. ccm 

Yesterday  at  9:45am  Share 
si  4  people  like  too. 

4th  Brigade,  1st  Armored  Division  Family  Readiness  Group  Congratulations 
and  Job  Well  Done  to  these  Highlander  Spouses  who  took  the  ultimate  challenge  to 
show  that  they  are  "Iron  Strong"!  Brittany  Cowley,  Monica  Tracy,  Jen  Simmons, 
Joell  Ferson,  Michelle  DiSalvo,  Lajra  Vigil  and  Jody  Carpenter  competed  today  and 
earned  their  badge!  Congratulations  and  KUDOS  to  each  of  you!!!  Iron  Strong! 


4  th  Brigade,  1st  Armored  Division  Family  Readiness  Group  lictomeafoif 
Waf  Info  Photos  Oisatsskuu  boxes  RSbytUoij  » 


S 


1th  Brigade,  1st  Armored  Division  p  gmly  ReadiieH  Group's  Miims 

113  4  1  Mbt  iMt 


X_, 


Mckvpnv  Home  Sgrarw’s-  Wekjwme  Mhwrie 

HiQliiMid**  Ally  Oft  JDMt  Hlghli  ndjcrsl 

Ill  phoE* 

14}  nfca&si 


I  ratawngi  By  {.ha-pl*  m 
W4t  t.lL  AD  R **t  ra 
Chaplain 

HftalOl 


PVuTde  PirtHre* 


What  can  families  post? 

•  Pride  and  support  for  service,  units,  special¬ 
ties,  and  service  member 

•  Generalizations  about  service  or  duty 

•  General  status  of  the  location  of  a  unit  (“operating 
in  southern  Afghanistan”  as  opposed  to 
“operating  in  the  village  of  Hajano  Kali  in  Ar- 
ghandab  district  in  southern  Afghanistan”) 

•  Links  to  published  articles  about  the  unit  or  ser- 
vicemember 

•  Any  other  information  already  in  the  public  do¬ 
main 
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Army  leaders  and  social  media  use 


Leaders  in  action 

The  previous  case  studies  illus¬ 
trate  how  leaders  around  the  Army 
have  used  social  media  in  garrison 
and  operational  environments,  but 
social  media  use  goes  much 
deeper  than  that.  Social  media  is 
about  the  daily  interactions  and 
some  of  the  highest  ranking  lead¬ 
ers  have  tapped  into  social  media 
platforms  to  communicate  with 
the  population  at  large. 

Chief  Cam 

Army  Chief  of  Staff,  Gen.  George 
W.  Casey  Jr.  uses  video  to  connect 
with  the  public.  During  his  travels, 
Gen.  Casey  carries  a  flipcam  and 
records  interviews  with  Soldiers 
stationed  around  the  world.  He 
then  posts  these  videos  to  You¬ 
Tube. 


1*1  ARMY  YouTube 


@  2,801  videos  Subscribe 


Like 

9 

+  Add  to 

T 

Share 

Embed 

i* 

Chief  Cam,  episode  24 


1,083 


SMA  ON  Facebook 

Other  Army  leaders,  like  the  Sgt. 
Maj.  of  the  Army,  Kenneth  O.  Pre¬ 
ston  use  Facebook  to  distribute  new 
Army  guidance  and  information  to 
Soldiers  worldwide. 


V.  ARMY.  MIL 

UAL  HOMEPAGE  OF  THE  UNITED  STATES  ARMY 


edia  Info 

Homepage  >  Leaders 


srs  Army  Life  Join 

Front  Page  >  Sergeant  Major  of  the  Army 


^  HW  Jtm 

ir” i 

ji  \ 


Sergeant  Majoi 


Add  to  My  Page's  Favorites 
Suggest  to  Friends 
Subscribe  via  SMS 

Sergeant  Major  of  the  Army 


Information 

Country: 

United  States 
Current  Office 

Office: 


SMA  Kenneth  O.  Preston 
Wall  Info  Photos  Discussions 


SMA  Kenneth  O.  Preston  We  just  finished  our  first  concert  as  part  of  my 
Hope  and  Freedom  Tour  2010  at  Camp  Arifjan,  Kuwait.  It  was  a  great  concert. 
Leann  Tweeden,  Buddy  Jewell,  Alana  Grace,  Chonda  Pierce,  Keni  Thomas  and 
two  Dallas  Cowboy  Cheerleaders,  and  of  course,  the  Army  Band  (Downrange) 
were  excellent.  It  was  a  great  turn  out!  Than... 

See  More 


©  December  17,  2010  at  11:49pm  •  Like  Comment  •  Share 

d  17  people  like  this. 

(3  View  all  13  comments 


Today's  Soldiers  continue  to  perform  magnificently 
protecting  our  Nation  with  boots  firmly  on  the  ground 
around  the  world.  The  Nation  values  the  commitment  of 
our  exceptional  men  and  women  in  defending  the 
freedoms  we  enjoy  and  defeating  the  enemies  who 
challenge  the  values  of  our  society.  Our  Soldiers  and 
Noncommissioned  Officers  are  the  centerpiece  of  the  best 
equipped,  trained,  and  led  Army  in  history.  Our  Soldiec* 
are  skilled,  professional  warriors  who  live  our  Army  i 
Values,  embody  the  Warrior  Ethos  and  define  the 
American  patriot.  I  am  honored  to  serve  alongside  these''- 
great  heroes. 


Most  Recent  Assignment: 

Command  Sergeant  Major  for 
Combined  Joint  Task  Force  7 
serving  in  Baghdad,  Iraq 

View  biogj 

^'official  Photo(.jpg) 


m  Connect  on 

f  facebook 


Commander  in  Chief 
Secretary  of  Defense 
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Connecting  with  the  public 

Maintaining  a  social  media  presence  is  not  limited  to 
simply  engaging  on  your  own  platforms.  Some  Army 
leaders  have  taken  it  a  step  further.  In  the  example  be¬ 
low,  when  it  came  to  the  attention  of  Vice  Chief  of 


Staff  of  the  Army  Gen.  Peter  Chiarelli  that  a  popular 
blog  was  reporting  that  Soldiers  were  wearing  orange 
vests  to  identify  them  as  suicidal,  he  was  compelled  to 
comment  on  the  blog.  By  personally  commenting  on 
the  blog,  Gen.  Chiarelli  changed  the  narrative. 


Jun  17.  2009 


THE  DAILY 

BUST 
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The  GOP's  Sex  Scandal  Hypocrite  by  Max  Blumenthal 


HOME 

CHEATSHEET 

BIG  FAT  STORY 

BUZZ  BOARD 

BLOGS  &  STORIES 

VIDEO 

BOOK  BEAST 

SEARCH 


\o 


Hot  Topics:  Art  Beast.  Madoff  Scandal.  Fashion  Beast.  Photo  Galleries 


0  T*t«  Da  Ba«i  Q  Wae 


BLOGS  &  STORIES 

ELSPETH  REEVE 


(Elspeth  Reeve  1 


Suicidal  Soldiers 

by  Elspeth  Ree\e 

O0RSS 


The  U.S.  Army  has  changed  its 


r 


l 


MOST  POPULAR 


Army  Leader 

1  would  like  to  personally  thank  Elspeth  for  writing  this  post  and  bringing  the  issue  to 
our  attention  We  are  committed  to  caring  for  our  Soldiers  and  their  Families  and  her 
article  has  helped  us  do  better  I  have  been  working  the  stigma  issue  hard  since 
January  when  I  was  designated  to  lead  the  Army’s  suicide  prevention  efforts 
Because  of  Elspeth’s  posting,  we  identified  a  very  few  leaders  who  were  using  orange 
vests  to  identify  soldiers  that  might  harm  themselves 

While  the  intent  of  using  orange  vests  was  isolated,  she  was  correct  in  stating  that  it 
contributes  to  the  problem  of  stigma  therefore,  it  has  been  stopped  Commanders 
will  identify  Soldiers  needing  help  through  other,  more  discreet,  methods  To  ensure 
everyone  "gets  the  word”.  I  have  communicated  this  guidance  throughout  the  Army. 
Reducing  the  stigma  that  keeps  many  Soldiers  from  asking  for  help  is  one  of  the 
most  important  things  we  can  do  as  we  implement  measures  to  reduce  suicides 
GEN  Pete  Chiarelli.  Vice  Chief  of  Staff.  U  S  Army 

2  •**£  pm  May  14.  2009  REPLY  I  PLRMAUNK  FLAG  IT 


Reaching  out 

Leaders  across  the  Army  under¬ 
stand  that  social  media  in  a  new 
way  to  connect  with  various  Army 
audiences.  By  reaching  out 
through  video,  Facebook  and 
blogs,  Army  leaders  are  engaging 
a  new  population  of  individuals 
who  scour  social  media  platforms 
for  news  rather  than  traditional 
media  outlets.  Social  media  helps 
bring  the  news  to  the  user  rather 
than  forcing  Army  leaders  to  wait 
for  the  user  to  come  to  them. 
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Social  Media  Resources 

The  Department  of  Defense  and  the  Army  have  dozens  of  social  media  resources 
available  for  social  media  managers,  Soldiers  and  their  Families. 


Policy  resources 

I  I  DTM  09-026:  Responsible  and  Effective  Use  of  Internet-based  Capabilities 

(http://www.dtic.mil/whs/directives/corres/pdf/DTM-09-026.pdf) 

Q]  AKO  Social  Media  Portal 

(http://www.army.mil/suite/page/505262) 

|  |  Delegation  of  Authority — Approval  of  External  Official  Presences 

(http://www.slideshare.net/USArmySocialMedia/delegation-of-authority-social-media-use) 


|  |  Standardizing  Official  U.S.  Army  External  Official  Presences 

(http://www.slideshare.net/USAnnySocialMedia/anny-social-media-standard-operating-procedure-standardization) 

Other  social  media  resources 


I  I  Army  Social  Media  on  Slideshare 

(http://www.slideshare.net/usarmysocialmedia) 

|  |  Army  Social  Media  Directory 

(http://www.army.mil/socialmedia/) 


□ 

□ 


DoD  Social  Media  Hub 

(http://socialmedia.defense.gov/) 

STRATCOM  Social  Networking  training 

(http :  // www .  stratcom.mil/snstraining/) 


5ft  DoD  Social  Media  1 
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Name  U.S.  Army 
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inline  and  Social  Media  Division. 
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20,  Documents  14 
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http:  socialmedia.detense.gov 

U  S.  Army  4  months  ego 

|  DOD  Social  Media  has  launched  a  collaborat 
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Department  of  the  Army  Standard  Operating  Procedure  on  standardizing  official 
U.S.  Army  external  official  presences  (social  media) 


DEPARTMENT  OF  THE  ARMY 

OFFICE  OF  THE  CHEF  OF  PUBLIC  AFFAiFtS 
ONLINE  AMD  SOCIAL  ME  Hi  DIVISION 
1500  ARMY  PENTAGOH 
WASHINGTON  DC  30301-1500 


01  ftiovember2Ql;Ci 


SUBJECT :  Standardizing  official  U.  S.  Army  external  official  presences  (social  media) 

1.  References: 

a.  Secretary  of  the  Army  Memorandum  -  Delegation  of  Authority  -  Approval  of  External 
Official  Presences,  21  Oct.  2010 

b.  Directive  Type  Memorandum  DIM  09-026.  Responsible  and  Effective  Use  of  Internet 
Based  Capabilities.  25  February  2010 

c.  CIO /Gd  Memorandum.  Responsible  Use  of  Internet  Based  Capabilities.  2010 

2.  The  purpose  of  this  memorandum  is  to  standardize  Army-wide  External  Official  Presences 
(EOPs)  (aka  social  media  sites). 

3.  IAW  Delegation  of  Authority  memorandum  (referenced  above)  commands  are  authorized  to 
establish  EOPs. 

4.  IIS.  Army  Family  Readiness  Groups  may  establish  an  official  presence  with  the  approval  of 
their  command  It  is  possible  the  unit's  official  page  also  serves  the  dual  purpose  as  a  platform 
for  its  Family  Readiness  Group  to  disseminate  information  however,  if  the  command  elects  to 
have  separate  pages  the}'  must  adhere  to  the  same  standards. 

5.  All  U.S.  Army  EOPs.  to  include  pages  on  Fac ebook.  Twitter.  Flickr.  YouTube,  blogs  and  any 
other  platform  must  adhere  to  the  following  standards  : 

a.  must  be  categorized  as  a  government  page 

b.  include  the  Commander  approved  names  and  logos  (i.e.  1 Brigade.  2  5s  Infantry 
Division  [Family  Readiness]),  not  nickname  nor  mascot  (i.e.  not  the  “dragons”) 

c.  branding  (official  name  and  logos)  across  all  social  media  platforms  (i.e.  Faceboo fc. 
Twitter)  are  uniform 

d_  include  a  statement  acknowledging  this  is  the  'official  [Faeebook]  page  of  [enter  your 
unit  or  organizations  name  here]  [Family  Readiness]” 

e.  Faeebook  pages  must  default  to  the  “Just  [your  unit  or  organization'  &]”  on  the  wall  (Do 
this  by  selecting  ""edit  page.”  then  “manage  permissions.”  Drop  down  under  the  “wall 
tabs  page"  and  select  “only  post  by  page "l.  This  results  m  command  information  being 
the  first  amd  primary  thing;  on  the  wall,  instead  of  spam  and  others  comments. 

f.  Faeebook  pages  must  include  “Posting  Guidelines”  under  the  “Mb  Tab!  Use  [he  U.S. 
Army's  Faeebook  policy  as  a  reference  and' or  visit  the  DoD  Social  Media  user 
agreement  at:  http : / /www  Q unmlitar aeoi Fli s er  agreemenfshtml 

g.  be  recent  and  up4o-date.  Post  must  not  be  older  than  oik  month 

h.  adhere  to  Operations  Security  guidelines.  FRSA&FRG  leaders  should  provide  all  page 
administrators  and  FRG  members  with  the  U.S.  Army  Social  Media  OFSEC  presentation 
and  ihe  FBI  Briefing  on  Identity  Theft  located  on  the  U.S.  Army's  slideshare  site  at 

wTA^^shd^hare.netiisanny^iricialTiipdi^ 
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SUBJECT:  Standardizing  official  U.S.  Army  external  official  presences  (social  media) 

01  November  2010 

i.  should  not  be  used  as  a  place  for  personal  advertisement  nor  endorsement 

j.  Ah  pages  must  be  registered  through  the  U.  S .  Army  at  www.army.nnTsociahned^ 

6.  The  Office  of  the  Chief  of  Public  Affairs  has  the  right  to  deny  any  page  during  the  approval 
process  if  one  or  more  of  these  guidelines  are  not  followed 

7.  For  step-by-step  instructions  on  how  to  set  up  pages,  visit 

Imp :  ‘-'sod aSmedia  defense . gav'l p-imi ^?-mid- resource, ■tT^iui^g/gociM-media-gujdes  liowr-to- 

gmdes-  Further  information,  instruction,  techniques,  etc.  can  be  found  at 

WWW,  slide-sharp-  nefrusmm^OciaWiHirt 

S.  In  order  to  sign  up  to  receive  weekly  lessons.  TIPs.  etc.  on  how  to  manage  social  media 
pages,  send  an  email  to  the  email  address  below. 

9.  Use  the  platforms'  help  option  to  resolve  questions,  such  as:  hrtp:JVwww.facehook .com 'help-'  if 
questions  are  not  resolved  there,  direct  ah  questions  and  concerns  to  o  co  a . o smda  us . army . mil . 

10.  FOC  for  this  memorandum  can  be  reached  at  ocpa.osmd  rihts.aimy  mil 


.'.'ongmal  sisned'7 
JUANTTA  A.  CHANG 
MAI,  CM 

Director.  Online  and  Social  Media  Division. 
Office  of  the  Chief  of  Public  Affairs 
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I 

J 


\ 

i 

j 


j 

2  1  OCT  2010 


MEMORANDUM  FOR  SEE  DISTRIBUTION 

SUBJECT :  Delegation  of  Authority  -  Approval  of  External  Official  Presences 


1 .  References:  j 

a.  Deputy  Secretary  of  Defense  Directive-Type  Memorandum  Q9-G2&,  Responsible  ; 

and  Effective  Use  of  Internet-based  Capabilities,  February  25, 2010.  j 

b,  Cl QfG-6  Memorandum,  Responsible  Use  of  Internet-based  Capabilities,  March  = 

P5.2010.  ; 

\ 

2.  In  accordance  with  ngference  a.,  I  hereby  delegate  the  authority  to  approve  the  j 

establishment  of  External  Official  Presences  (EOP)  to  the  commanders  of  all  Army  > 

Commands,  Army  Service  Component  Commands,  Direct-Reporting  Units;  to  the  \ 

Director  of  the  Acquisition  Support  Center;  and,  to  the  Chief  of  Public  Affairs  for  ; 

Headquarters.  Department  of  the  Army  and  fts  Field  Operating  Agencies.  EOF  will  be  j 

established  in  accordance  with  the  standards  set  forth  in  the  references  above.  i 

ie 

i 

3.  EQP  are  official  public  affairs  activities  conducted  on  internet-based  capabilities-  \ 

Internet-based  capabilities  are  the  publicly  accessible  information  capabilities  and  \ 

applications  available  on  the  internet  in  locations  not  owned,  operated,  or  control  led  by  j 

the  Department  of  Defense  or  the  Federal  Government  They  include  social  networking  ; 

services  and  other  collaborative  tools  listed  in  reference  a.  j 

4.  Unless  expressly  prohibited  or  restricted  by  lew,  directive,  regulation,  policy,  ores 
set  forth  herein,  the  individuals  specified  in  paragraph  2,  above,  may  re-dalegate  this 
authority  to  a  subordinate  general  officer  or  member  of  ihe  Senior  Executive  Service 
within  their  organization.  Any  re-delegatron  of  this  authority  may  further  restrict  or 
condition  a  subordinate's  exercise  of  this  authority.  No  delegation  or  re-delegation  of 

the  authority  conferred  herein  shall  be  effective  unless  it  is  in  writing  and  determined  not  ■ 

to  be  Legally  objectionable  by  the  servicing  judge  advocate  or  legal  counsel.  ; 

[ 

5-  Record  copies  of  delegations  and  re -delegations  will  be  provided  to  ihe  Office  of  the  ; 

Administrative  Assistant  for  archiving  within  ten  days  of  taking  effect  The  individuals 

delegated  to  in  paragraph  2,  above,  wili  remain  responsible  and  accountable  for  all 

actions  taken  pursuant  to  this  delegation  of  authority  or  any  subsequent  re-delegation  of  j 

authority.  i 

i 


SECRETARY  OF  THE  ARMY 

W  ASHING  TO  H 
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SASA 

SUBJECT;  Delegation  of  Authority  -  Approval  of  External  Official  Presences 


6.  This  delegation  is  effective  immediately  and  expires  three  years  from  the  effective 
date,  unless  earlier  suspended,  revoked  or  superseded. 


DISTRIBUTION: 


Principal  Officials  of  Headquarters,  Department  of  the  Army 
Commander 

US  Army  Forces  Command 

UrS.  Army  Training  and  Doctrine  Command 

UrS.  Army  Materiel  Command 

U.S.  Army  Europe 

U.S.  Army  Central 

U.S.  Army  North 

LXS.  Army  South 

U.S.  Army  Pacific 

UrS.  Army  SpeciaJ  Operations  Command 
Milrtary  Surface  Deployment  and  Distribution  Command 
US,  Army  Space  and  Missile  Defense  Command/Army  Strategic  Command 
Eighth  U.S.  Army 

US.  Army  Network  Enterprise  Technology  Command/Sth  Signal  Command  (Army) 
U.S.  Army  Medical  Command 
U.S.  Army  Intelligence  and  Security  Command 
U.S.  Army  Criminal  Investigation  Command 
U.S.  Army  Corps  of  Engineers 
U.S.  Army  Military  District  of  Washington 
U.S.  Army  Test  and  Evaluation  Command 
U.S.  Army  Reserve  Command 
UrS.  Army  Installation  Management  Command 
Superintendent,  U.S.  Military  Academy 
Director,  U.S.  Army  Acquisition  Support  Center 


CR 

Director,  Army  National  Guard 

Commander,  U.S.  Army  Accessions  Command 

Director,  U.S.  Army  Office  of  Business  Transformation 


i 
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Directive-Type  Memorandum  (DTM)  09-026 — Responsible  and  Effective  Use  of 
Internet-based  Capabilities 


DEPUTY  SECRETARY  OF  DEFENSE 

1010  DEFENSE  PENTAGON 
WASHINGTON,  D.C.  2D3D1-1D1D 


February  25,  2010 
L  September  16r  2010 


MEMORANDUM  FOR:  SEE  DISTRIBUTION 

SUBJECT:  Directive-Type  Memorandum  (DTM)  09-026  -  Responsible  and  Effective  Use 
of  Internet-based  Capabilities 

References:  See  Attachment  1 

Purpose.  This  memorandum  establishes  DoD  policy  and  assigns  responsibilities  for 
responsible  and  effective  use  of  Internet -based  capabilities,  in  chi  ding  social  networking  sen-ices 
(SNS) .  This  policy  recognizes  that  Internet-based  capabilities  are  integral  to  operations  across 
the  Department  of  Defense.  This  DIM  is  effective  immediately:  it  will  be  converted  to  a  new 
DoD  issuance  within  1  SO  dnvft.  Dux  DTM  shall  expire  effective  Match  ia  2011., 

Applicability.  This  DTM  applies  to: 

■  OSD.  the  Military  Departments,  the  Office  of  the  Chairman  of  the  Joint  Chiefs  of 
Staff  and  the  Joint  Staff,  the  Combatant  Commands,  the  Office  of  the  Inspector 
General  of  the  Department  of  Defense,  the  Defense  Agencies,  the  DoD  Field 
Activities,  and  all  other  organizational  entities  within  the  Department  of  Defense 
(hereafter  referred  to  collectively  as  the  “DoD  Components'7). 

■  All  authorized  users  of  the  Non-Classified  Internet  Protocol  Router  Network 
(NIPRNET). 

Definitions.  Unless  otherwise  stated,  these  terms  and  their  definitions  are  for  the  purpose 
of  this  DTM. 


•  Internet-based  capabilities.  All  publicly  accessible  information  capabilities  and 
applications  available  across  the  Internet  in  locations  not  owned,  operated,  or 
controlled  by  the  Department  of  Defense  or  the  Federal  Government.  Internet- 
based  capabilities  include  collaborative  tools  such  as  SNS.  social  media,  user- 
generated  content,  social  software,  e-mail  instant  messaging,  and  discussion 
forums  {e.g.,  YouTube,  Face  book,  MySpace,  Twitter,  Google  Apps). 

*  external  official  presences.  Official  public  affairs  activities  conducted  on  non- 
DoD  sites  on  the  Internet  (e.g.,  Combatant  Commands  on  Facebook.  Chairman  of 
the  Joint  Chiefs  of  Staff  on  Twitter). 
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DTM  09-026,  February  25,  2010 


*  official  public  affairs  activities.  Defined  in  DoD  Instruction  (DoDI)  5400.13 
(Reference  (a)). 

Policy.  It  is  DoD  policy  that: 

*  The  NEPRNET  shall  be  configured  to  proiide  access  to  Internet-based  capabilities 
across  all  DoD  Components. 

>  Commanders  at  all  levels  and  Heads  of  DoD  Components  shall  continue  to  defend 
against  malicious  activity  affecting  DoD  networks  (e.g.,  distributed  denial  of 
service  attacks,  intrusions)  and  take  immediate  and  commensurate  actions,  as 
required,  to  safeguard  missions  (e.g.,  temporarily  limiting  access  to  the  Internet  to 
preserve  operations  security  or  to  address  bandwidth  constraints). 

►  Commanders  at  all  levels  and  Heads  of  DoD  Components  shall  continue  to  deny 
access  to  sites  with  prohibited  content  and  to  prohibit  users  from  engaging  in 
prohibited  activity  via  social  media  sites  (e.g.,  pornography,  gambling,  hate-crime 
related  activities). 

■  All  use  of  Internet-based  capabilities  shall  comply  with  paragraph  2-301  of  Chapter 
2  of  the  Joint  Ethic  s  Regulation  (Reference  (b))  and  the  guidelines  set  forth  in 
Attachment  2. 

Responsibilities.  See  Attachment  3. 

Releasabilitv.  UNLIMITED.  This  DTM  is  approved  for  public  release  and  is  available 
on  the  Internet  from  the  DoD  Issuances  Website  at  http://www.dtk .niil-wbi-' directives. 


Attachments: 
As  stated 


Change  l  09/16^2010 
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DISTRIBUTION: 

SECRETARIES  OF  THE  MILITARY  DEPARTMENTS 
CHAIRMAN  OF  THE  JOINT  CHIEFS  OF  STAFF 
UNDER.  SECRETARIES  OF  DEFENSE 
DEPUTY  CHIEF  MANAGEMENT  OFFICER 
COMMANDERS  OF  THE  COMBATANT  COMMANDS 
ASSISTANT  SECRETARIES  OF  DEFENSE 
GENERAL  COUNSEL  OF  THE  DEPARTMENT  OF  DEFENSE 
DIRECTOR.  OPERATIONAL  TEST  AND  EVALUATION 
DIRECTOR  COST  ASSESSMENT  AND  PROGRAM 
EVALUATION 

INSPECTOR  GENERAL  OF  THE  DEPARTMENT  OF  DEFENSE. 
ASSISTANTS  TO  THE  SECRETARY  OF  DEFENSE 
DIRECTOR.  ADMINISTRATION  AND  MANAGEMENT 
DIRECTOR.  NET  ASSESSMENT 
DIRECTORS  OF  THE  DEFENSE  AGENCIES 
DIRECTORS  OF  THE  DoD  FIELD  ACTIVITIES 


Change  1,  09/16/2010 
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DIM  09-026,  February  25,  2010 


ATTACHMENT  1 

REFERENCES 


(a)  DoD  Instruction  5400.13,  “Public  Affairs  (PA)  Operations. October  15,  2008 

(b)  DoD  5500.7-R_  “Joint  Ethics  Regulation/7'  August  1.  1993 

(c)  DoD  Directive  8500.  DIE,  “Information  Assurance  (IA),"  October  24,  2002 

(d)  DoD  Instruction  8500.2,  ^'Information  Assurance  (LA)  ImplementationT' 

February  6.  2003 

(e)  DoD  Directive  5400. 1 1 ,  "DoD  Privacy  Program.7"  May  B.  200  7 

(f)  DoD  Directive  5230. 09,  “Clearance  of  DoD  Infatuation  for  Public  Release/’ 

August  22,  2008 

(g)  DoD  Manual  5205.Q2-ML  "DoD  Operations  Security  (OP SEC)  Program  Manual,” 
November  3,  2008 

(h)  DoD  Directive  5015.2,  “DoD  Records  Management  Program/1  March  6,  2000 
(!)  DoD  5200. 1-R,  “Information  Security  Program,”  January  14,  1997 

(j)  DoD  5240. 1-R_  “Procedures  Governing  the  Activities  of  DoD  Intelligence 
Components  That  Affect  United  States  Persons,"  December  1,  1982 
(t)  DoD  Instruction  0-853  0.2;  Support  to  Computer  Network  Defense  (CND).17 
March  9.  2001 

(1)  Unified  Command  Plan,  '"Unified  Command  Plan  2008  (UCF)/7  December  17.  2008 


Change  l  09/16/2010 
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DIM  09-026,  February  25,  2010 


ATTACHMENT  2 

GUIDELINES  FOR  USE  OP  INTERNET-BASED  CAPABILITIES 


1 .  GENERAL.  Tills  attachment  applies  to  the  official  and'or  authorized  use  of  Internet- 
based  capabilities  by  DoD  personnel  and  all  authorized  users  of  the  NIPRNET. 
Examples  include,  but  are  not  limited  to: 

a.  SNS. 

b.  Image-  and  videodiosting  web  services. 

c.  Wilds. 

d.  Personal,  corporate,  or  subject-specific  blogs. 

e.  Data  mashups  that  combine  similar  types  of  media  and  information  from 
multiple  sources  into  a  single  representation. 

f.  Similar  collaborative,  information  sharing-driven  Internet-based  capabilities 
where  users  are  encouraged  to  add  and'or  generate  content. 


2.  OFFICIAL  PRESENCES.  External  official  presences  shall  comply  with  Reference 
(a)  and  clearly  identify  that  the  Department  of  Defense  provides  their  content.  In 
addition,  external  official  presences  shall: 

a.  Receive  approval  from  the  responsible  OSD  or  DoD  Component  Head. 
Approval  signifies  that  the  Component  Head  concurs  with  the  planned  use  and  has 
assessed  risks  to  be  at  an  acceptable  level  for  using  Internet-based  capabilities. 

b.  Be  registered  on  the  external  official  presences  list.,  maintained  by  the  Assistant 
Secretary  of  Defense  for  Public  Affairs  {ASD(PA)),  on  wwwDefense.gov. 

c.  Comply  with  References  (a)  and  (b)  as  well  as  DoD  Directive  (DoDD) 
S500.01E,  DoDI  8500.2,  DoDD  5400.11,  DoDD  5230.09,  DoD  Manual  5205.02-M, 
DoDD  5015.2.  DoD  5200. 1-R,  and  DoD  5240. 1-R  {References  (c)  through  Q), 
respectively). 

d_  Use  official  DoD  and  command  seals  and  logos  as  well  as  other  official 
command  identifying  material  per  ASD(PA)  guidance. 


Change  lf  09/16/201 0 
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DIM  09-026 1  February  25,  2010 

e.  Clearly  indicate  the  role  and  scope  of  the  external  official  presence. 

f.  Provide  1inlr*L  to  the  organization's  official  public  website. 

g.  Ee  actively  monitored  and  evaluated  by  DoD  Components  for  compliance  with 
security  requirements  and  for  fraudulent  or  objectionable  use  (References  (d).  (g)_  and 

ox 


3.  Qll-lCIAL  USE  Official  uses  of  Internet-based  capabilities  unrelated  to  public 
affairs  are  permitted.  However,  because  these  interactions  take  place  in  a  public  venue, 
personnel  acting  in  their  official  capacity  shall  maintain  liaison  with  public  affairs  and 
operations  security  staff  to  ensure  organizational  awareness.  Use  of  Internet-based 
capabilities  for  official  purposes  shall. 

a.  Comply  with  References  (b)  through  (j). 

b.  Ensure  that  the  information  posted  is  relevant  and  accurate,  and  provides  no 
information  not  approved  for  public  release,  including  personally  identifiable  information 
(PH)  as  defined  in  Reference  (e). 

c.  Provide  links  to  official  DoD  content  hosted  on  DoD -owned,  -operated,  or 
-controlled  sites  where  applicable. 

d.  Include  a  disclaimer  when  personal  opinions  are  expressed  (e.g_.  :This 
statement  is  my  own  and  does  not  constitute  an  endorsement  by  or  opinion  of  the 
Department  of  Defense’1). 


4.  RECORDS  .MANAGEMENT.  Internet-based  capabilities  used  to  transact  business 
are  subject  to  records  management  policy  in  accordance  with  Reference  (h).  All  users  of 
these  Internet-based  capabilities  must  be  aware  of  the  potential  record  value  of  then- 
content,  including  content  that  may  originate  outside  the  agency. 


5.  LIMITED  AUTHORIZED  PERSON  AX  USE  Paragraph  2-301  of  Reference  (b) 
permits  limited  personal  use  of  Federal  Government  resources  when  authorized  by  the 
agency  designee  on  a  non-interference  basis.  When  accessing  Internet-based  capabilities 
using  Federal  Government  resources  in  an  authorized  pers  onal  or  unofficial  capacity, 
individuals  shall  employ  sound  operations  security  (OPS EC)  measures  in  accordance 
with  Reference  (g)  and  shall  not  represent  the  policies  or  official  position  of  the 
Department  of  Defense. 


Change  I,  09/16-2019 
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ATTACHMENT  j 
RESPONSIBILITIES 


1  ASSISTANT  SECRETARY  OF  DEFENSE  FOR  NETWORKS  AND 

INFORMATION  INTEGRA ITON T>oD  CHIEF  INFQRMATIQN  OFFICER 

(ASDcNE'l/DoD  C3QY  The  ASD{NII)/DoD  CIOr  in  addition  to  the  responsibilities  in 
section  4  of  This  attachment.  shall: 

a.  Establish  and  maintain  policy  and  procedures  regarding  Internet-based 
capabilities  use,  ride  management,  and  compliance  oversight. 

b_  Provide  implementation  guidance  for  responsible  and  effective  use  of 
Internet-based  capabilities. 

c.  Integrate  guidance  regarding  the  proper  use  of  Internet-based  capabilities  with 
information  assurance  (XA)  education,  training,  and  awareness  activities. 

d.  Establish  mechanisms  to  monitor  emerging  Internet-based  capabilities  in  order 
to  identify  opportunities  for  use  and  assess  risks. 

e.  In  coordination  with  the  Heads  of  the  OSD  and  DoD  Components,  develop  a 
process  for  establishing  enterprise- wide  terms  of  service  agreements  for  Internet -based 
capabilities  when  required. 


2.  UNDER  SECRETARY  OF  DEFENSE  FOR  INTELLIGENCE  OJSDim  The 
USD(I)r  in  addition  to  the  responsibilities  in  section  4  of  this  attachment,  shall: 

a.  Develop  procedures  and  guidelines  to  be  implemented  by  the  OSD  and  DoD 
Components  for  OPSEC  reviews  of  DoD  information  shared  via  Internet-based 
capabilities. 

b.  Develop  and  maintain  threat  estimates  on  current  and  emerging  Internet-based 
capabilities. 

c .  Integrate  guidance  regarding  the  proper  use  of  Internet-based  capabilities  into 
OPSEC  education^  training,  and  awareness  activities. 

d_  Ensure  that  all  use  of  Internet-based  capabilities  that  collect  user  or  other 
information  is  consistent  with  DoD  5  240.1 -R  (Reference  (j))„ 
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3.  ASDfFAj.  Hue  ASD(PA):.  in  addition  to  the  responsibilities  in  section  4  of  tins 
attachment,  shall: 

a.  Maintain  a  registry  of  external  official  presences. 

b.  Provide  policy  for  news,  information,  photographs,  editorial,  community 
relations  activities,  and  other  materials  distributed  via  external  official  presences. 

c.  Provide  guidance  for  official  identifiers  for  external  official  presences. 


4.  HEADS  OF  THE  OSD  AND  DoD  COMPONENTS.  The  Heads  of  the  OSD  and  DoD 
Components  shall  within  their  respective  Components: 

a.  Approve  the  establishment  of  external  official  presences. 

b.  Ensure  the  implementation,  validation,  and  maintenance  of  applicable  1A 
controls,  information  security  procedures,  and  OPSEC  measures. 

c.  Ensure  that  computer  network  defense  mechanisms  that  provide  adequate 
security  for  access  to  Intemet-hased  capabilities  from  the  MPRNET  are  in  place, 
effective,  and  compliant  with  DoD  Instruction  O-E  530.2  (Reference  (k))_ 

d.  Educate,  train,  and  promote  awareness  for  the  responsible  and  effective  use  of 
Internet-based  capabilities. 

e.  Monitor  and  evaluate  the  use  of  Internet-based  capabilities  to  ensure 
compliance  with  this  DTM 

f.  Coordinate  with  USD(I)  regarding  the  use  of  all  Internet-based  capabilities  that 
collect  user  or  other  information,  to  ensure  compliance  with  Reference  (j). 


5.  DoD  COMPONENT  CHIEF  INFORMATION  OFFICERS  fCIQsY  The  DoD 
Component  CIOs  shall: 


a_  Advise  the  ASD(NU).DoD  CIO  and  ensure  that  the  policies  and  guidance  for 
use  of  Internet-based  capabilities  issued  by  ASD^NITj/DoD  CIO  are  implemented  within 
their  Component. 


b.  In  coordination  with  Component  OPSEC  and  Public  Affairs  offices,  provide 
advice,  guidance,  and  other  assistance  to  their  respective  Component  Heads  and  other 
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Component  senior  management  personnel  lo  ensure  that  Internet-based  capabilities  are 
used  responsibly  and  effectively., 

c_  Assist  their  respective  Component  Head  to  ensure  effective  implementation  of 
computer  network  defense  mechanisms  as  well  as  the  proper  use  of  Internet-based 
capabilities  through  the  use  of  existing  IA  education,  training,  and  awareness  activities. 

d.  Establish  risk  assessment  procedures  to  evaluate  and  monitor  current  mid 
emerging  Component  Internet-based,  capabilities  in  order  to  identify  opportunities  for  use 
and  assess  risks. 

e.  In  coordination  with  the  Component  Public  Affairs  Office,  assist  their 
respective  Component  Head  in  evaluating  external  official  presences’  intended  use. 


6.  COMMANDER-  UNITED  STATES  STRATEGIC  COMMAND 
( CDRUSSIRATCOM .  The  CDRUSSTRATCOhE,  in  addition  to  the  responsibilities  in 
section  4  of  this  attachment,  shall: 

a.  In  accordance  with  Unified  Command  Plan  2Q0&  (Reference  (1)),  direct  the 
defense  and  operation  of  the  I>oD  Global  Information  Grid  (GIG). 

b.  Assess  risks  associated  with  the  use  of  Internet-based  capabilities,  identify 
operational  vulnerabilities,  and  work  with  the  ASI>fCT[}.'DaD  CIO  to  mitigate  risks  to  the 
GIG. 
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Q:  How  do  I  get  content  on  the  Army’s  social  media  pages? 

A:  The  Online  and  Social  Media  Division  is  always  looking  for  content.  You  can  email  stories, 
photos  or  links  to  unit  videos  to  ocpa.osmd@us.army.mil  and  we  will  work  hard  to  feature  them 
on  our  sites. 

Q:  What  if  my  unit  doesn’t  have  money  or  enough  people  to  manage  a  social  media  presence? 

A:  Facebook,  Twitter,  YouTube,  Flickr  and  a  variety  of  other  social  media  platforms  are  free,  so 
it  is  possible  to  have  a  social  media  team  without  a  budget.  Limited  manpower  does  not  limit 
your  unit’s  ability  to  maintain  a  social  media  presence.  Just  keep  it  simple.  Evaluate  the  platforms 
and  determine  which  will  work  best  for  your  manpower  situation.  It  only  takes  one  person  to  run 
a  Facebook  page  and  a  Twitter  account. 

Q:  Who  can  manage  my  unit’s  Facebook  page 

A:  Currently,  social  media  manager  is  not  an  Army  military  occupation  specialty,  so  it  is  often 
viewed  as  an  additional  duty.  Often  times,  public  affairs  specialists  take  the  role  of  social  media 
managers  since  much  of  the  content  loaded  to  social  media  sites  is  news  and  command  informa¬ 
tion.  But  it  doesn’t  necessarily  have  to  work  that  way.  If  a  Soldier  is  motivated  and  the  com¬ 
mander  approves  his/her  managing  the  site,  anyone  can  run  a  social  media  site  as  long  as  they 
work  closely  with  the  unit’s  public  affairs  shop  in  accordance  with  DTM  09-026 

Q:  What  happens  if  someone  is  impersonating  me  or  someone  in  my  unit? 

A:  Report  the  impersonation  to  the  social  media  platform  by  clicking  on  the  report  button  or 
emailing  the  platform  directly.  If  the  platform  is  unresponsive  and  the  impersonation  becomes  a 
threat  to  reputation  or  personal  safety  contact  the  Online  and  Social  Media  Division  and  we  will 
assist  in  getting  the  page  or  profile  removed. 

Q:  Can  I  delete  comments  on  my  unit’s  Facebook  wall? 

A:  Every  registered  social  media  presence  in  the  Army  is  required  to  have  a  posting  policy  in 
place.  This  posting  policy  should  indicate  what  can  and  cannot  be  posted  to  a  Facebook  wall.  If 
users  violate  these  terms  on  your  unit’s  wall,  you  are  entitled  to  delete  the  comment  and  block  the 
user  if  necessary.  Keep  in  mind  that  Facebook  is  about  facilitating  the  conversation  so  stick  to 
your  posting  policy,  but  don’t  delete  comments  just  because  they  express  negative  opinions  about 
your  organization. 

Q:  How  can  I  increase  the  number  of  individuals  who  follow  my  unit  on  Facebook  and  Twitter 

A:  Be  creative.  There  is  no  surefire  way  to  increase  followers  on  Facebook  and  Twitter,  different 
techniques  work  for  different  organizations  so  it’s  important  to  think  outside  the  box.  Ask  your 
followers  to  participate  in  the  conversation,  respond  to  them  directly  and  ask  them  what  they  ex¬ 
pect  out  of  your  social  media  presence.  Look  at  what  other  organizations  are  doing.  If  they  launch 
a  successful  campaign  on  Facebook,  feel  free  to  use  their  example  and  tailor  it  to  your  unit.  So¬ 
cial  media  is  still  evolving  so  there  is  a  lot  of  room  to  be  creative.  Don’t  be  afraid  to  experiment 
and  have  fun. 
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Frequently  Asked  Questions  (cont.) 

Q:  A  family  member  has  posted  something  to  one  of  the  social  media  presences  that  violates 
OPSEC.  What  do  I  do  now? 

A:  The  first  thing  you  should  do  is  engage  that  person  in  as  discreet  a  manner  as  possible  and  ask 
them  to  remove  the  post  immediately.  Explain  that  information  isn’t  appropriate  for  conversation 
online.  If  the  person  refuses  or  persists  you  have  the  option  to  block  them  or  report  them.  This 
should  be  used  as  a  last  resort  because  it  is  difficult  to  undo  and  only  shifts  the  problem  to  out  of 
view  -  the  person  will  more  than  likely  continue  to  post  inappropriate  content  somewhere  else.  In 
either  case  you  should  notify  your  command  so  that  they  are.  informed  of  the  OPSEC  breech  and 

Q:  I’ve  never  been  on  Facebook  (Twitter,  YouTube,  etc).  How  do  I  get  started? 

A:  First,  know  that  you’re  not  alone.  Fortunately  most  social  media  platforms  are  relatively  easy 
to  use.  The  best  way  to  get  started  is  to  find  someone  you  know  who  is  savvy  with  social  media 
to  show  you  the  ropes.  You  can  also  start  your  own  personal  social  media  accounts  so  that  you 
can  familiarize  yourself  with  how  they  work.  The  Online  and  Social  Media  Division  maintain 
Social  Media  resources  for  Facebook,  Twitter,  and  Blogs  that  are  available  on  Slideshare 
(http://www.slideshare.net/usarmysocialmedia)  and  is  a  good  place  to  start.  If  you  have  any  ques¬ 
tions  that  you  can’t  find  answers  to  you  can  always  call  the  Online  and  Social  Media  Division  or 
your  local  public  affairs  officer. 

Q:  I  did  some  searching  and  found  that  this  command  already  has  a  non-official  Family  Group 
on  Facebook  (Twitter,  YouTube,  etc.).  What  should  I  do? 

A:  Many  commands  have  unofficial  social  media  presences  established  by  former  Soldiers,  veter¬ 
ans  or  just  fans  excited  about  that  command.  We  do  not  have  the  right  to  remove  these  presences 
nor  would  we  want  to  unless  they  portrayed  themselves  as  an  official  presence.  In  the  meantime, 
work  with  the  command  leadership  to  determine  if  you  want  to  approach  the  page  and/or  simply 
monitor  it  and  chime  in  when  you  have  information  to  add.  You  may  also  want  to  contact  the  ad¬ 
ministrator  and  touch  base.  They  may  be  eager  to  have  your  participation.  Regardless,  this  should 
not  stop  you  or  the  command  from  creating  an  official  presence  for  the  command  and  its  families. 
These  official  presences  are  listed  in  the  FfS.  Army  Social  Media  Directory  (lists  only  command 
presences,  not  family  readiness  groups)  which  can  be  found  at: 

www.army.mil/media/socialmedia/  If  you  find  an  online  presence  that  portrays  itself  as  an  offi¬ 
cial  presence  and  the  command  is  not  sponsoring  it,  suggest  that  your  command  contact  the  ad¬ 
ministrator. 

Q:  I  am  turning  over  my  duties  as  the  social  media  manager.  How  should  I  transfer  over  our 
social  media  presence? 

A:  If  you  established  your  social  media  presences  under  a  general  command  account,  it  will  be 
very  easy  to  simply  turn  over  the  login  and  passwords  and  teach  the  new  social  media  manager 
how  the  platform  works.  If  you  have  been  using  your  personal  account  to  relay  information,  you 
will  need  to  introduce  the  new  social  media  manager  on  the  social  platform  to  the  audience.  Make 
sure  to  give  the  new  social  media  manager  administrator  privileges. 
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Online  and  Social  Media  Division 
Office  of  the  Chief  of  Public  Affairs 

1500  Pentagon 
Washington,  D.C. 

Ocpa.osmd@us.army.mil 


